
1

CyberBoat Challenge:
Building Talent and Community
Jeremy Daily, Associate Professor of Systems Engineering
jeremy.daily@colostate.edu
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Can we do this 
with boats?
• Unauthorized (or unknown) Wireless to 

the vessel’s controller area network.



Introducing Dr. Jeremy Daily

US Air Force Flightline Electronics Maintenance

Formal Education in Mechanical Engineering

Contracted Aerospace Engineer at Wright-Patterson AFB

Faculty in the Department of Mechanical Engineering

Startup Company for Heavy Vehicle Digital Forensics

Co-Founder and Director
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https://www.engr.colostate.edu/se

https://www.engr.colostate.edu/se


Agenda
• Motivation

• CyberBoat Challenge
• What: Learn maritime cybersecurity by 

hacking

• Who: Students, Security Researchers, 
Government, Industry

• Where: Michigan, South Carolina

• When: May 2022, Sep. 2024 (planned)

• Why: Develop talent and foster community

• CyberTruck Challenge

• J1939 Cybersecurity Examples
• ELD Hack

• CAN Bus Denial of Service

• Message Spoofing

• Address Claim Attacks

• Transport Protocol Vulnerabilities
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Government 
Pressure through 
Executive Order
https://www.federalregister.gov/d
ocuments/2021/05/17/2021-
10460/improving-the-nations-
cybersecurity
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https://www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity
https://www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity
https://www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity
https://www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity


Maritime 
Response for
Cybersecurity
https://www.federalregister.
gov/documents/2024/02/22
/2024-03075/cybersecurity-
in-the-marine-
transportation-system 
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What is the NMEA 
Response?

https://www.federalregister.gov/documents/2024/02/22/2024-03075/cybersecurity-in-the-marine-transportation-system
https://www.federalregister.gov/documents/2024/02/22/2024-03075/cybersecurity-in-the-marine-transportation-system
https://www.federalregister.gov/documents/2024/02/22/2024-03075/cybersecurity-in-the-marine-transportation-system
https://www.federalregister.gov/documents/2024/02/22/2024-03075/cybersecurity-in-the-marine-transportation-system
https://www.federalregister.gov/documents/2024/02/22/2024-03075/cybersecurity-in-the-marine-transportation-system
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Types of Hackers
• White Hat (Ethical) Hackers

– Examples: Researchers, penetration testers, students

– Outcomes: Responsible disclosures, opportunities to fix products

• Grey Hat Hackers
– Examples: Cyberpunks, Hacktivists

– Outcomes: Loss of reputation and revenue for a company, safety recalls, privacy exposure

• Black Hat Hackers
– Examples: Nation states, advanced persistent threats (APTs), cyber-insider, criminals

– Outcome: theft, loss, destruction, leaked information, privacy exposure, safety concerns, war

Motivations:
• Curiosity
• Financial
• Notoriety
• Revenge
• Recreation
• Ideology
• Aggression

Use curious ethical hackers to 
protect against the others
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Why Hack Boats?
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Cybersecurity and Theft
• Manufacturers add PINs or passcodes in devices to limit post-theft utility

– Not used

– Not changed

• Firmware modifications “defeature” PINs – industrialize theft.
https://www.tradeonlytoday.com/tech/task-force-seeks-to-
stop-marine-engine-and-electronics-thefts
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Chip 
Tuning
Prior research lowers the 
barrier to entry for hacking 
on marine systems.

https://www.alientech-
tuning.com/

https://www.alientech-tuning.com/
https://www.alientech-tuning.com/
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White Hat 
Hacking 
Example

https://ioactive.com/pdfs/IOActive_SATCOM_Security_WhitePaper.pdf 

https://ioactive.com/pdfs/IOActive_SATCOM_Security_WhitePaper.pdf
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Grey Hat Hacking

• https://illmatics.com/Remote%20Car%20Hacking.pdf 

https://www.wired.com/2015/07/hackers-remotely-
kill-jeep-highway/ 

https://illmatics.com/Remote%20Car%20Hacking.pdf
https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
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Hacktivism
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Black Hat 
Hacking 

Examples
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Worst Case Maritime Sensor Data in
Decision Making

https://www.usni.org/magazines/naval-history-magazine/2008/february/truth-about-tonkin 

https://www.usni.org/magazines/naval-history-magazine/2008/february/truth-about-tonkin
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We need a workforce to address 
maritime cybersecurity challenges. 

What can we do about it?
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CyberBoat 
Challenge

• Inaugural Event at Michigan Tech Univ.
– May of 2022

– Houghton, MI (Upper Peninsula)

Misson Statement

1. Develop the next generation workforce by bringing 
awareness, excitement, professional involvement, 
and practicum-based training to the maritime cyber 
domain. 

2. Establish a community of interest for maritime 
cybersecurity that transcends individual companies 
or departments and reaches across disciplines and 
organizations to make a more universal and 
experienced base of engineers and managers. 

Students connected to the NMEA2000 network on a Mastercraft X30
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Co-located Classroom and Learning Platform (Boat)
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Students get unique 
opportunities to apply 
theory on the water
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Schedule 
Highlights
Industry experts teach specialty 
classes

Last day is reserved for free-form 
assessments and student reports
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Maritime Automatic Identification System (AIS) (in)security
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Wireless Systems 
and 

Software Defined 
Radio (SDR)
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Grace Maritime 
Cyber Testbed

• Hands on with a large vessel simulator
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NMEA 2000
Decoding Example

• can0 0DF50B81 42 B5 08 00 00 00 00 FF
0D – Priority ( 0b0000 1101 = 3)
DF50B – Water Depth PGN (0x1F50B)
81 – Dynamically Claimed Source Address

42 – Sequence ID (0x42 = 66)
B5 08 00 00 – Depth (0x8B5 = 2,229*0.01m 
= 22.29m = 73.13ft)
00 00 – Offset (zero)
FF – Maximum Depth Range (Not Available)
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Smart Buoy Hacking

Mentors work with students to 
explore cybersecurity of maritime 

systems
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Connecting to the 
CAN Bus on the Boat

Students had their own connection 
to the NMEA2000 network.
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Student 
Presentations
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CyberBoat 
Challenge
Sponsorship
• Michigan Tech Univ. provided housing

• Systems Engineering at Colorado State 
Univ.  provided meals and travel

• Students provide their own travel

• We towed the boat from CO to MI
– Yes, that’s snow on the ski boat



Sponsorship 
Opportunities

Platinum - $25,000 or higher
• Prominent Logo
• Up to 6 organization representatives

Gold - $15,000
• Large Logo
• Up to 4 organization representatives

Silver – $10,000
• Medium Logo
• Up to 3 organization representatives

Bronze - $5,000
• Normal Logo
• Up to 2 organization representatives

Stainless Steel $1000
• 1 organization representative
• Acknowledgment

• The CyberBoat Challenge 
seeks sponsorship to conduct 
the event as a non-profit.

• Please consider one of the 
sponsorship tiers.

• Donations are tax deductible.

• Contact Jeremy at 
Jeremy.Daily@colostate.edu
for additional details 

mailto:Jeremy.Daily@colostate.edu


33

Looking Forward
• University of South Carolina Beaufort will host the next 

CyberBoat Challenge at the South Coast Cyber Center

• CyberBoat Challenge will partner with the National Science 
Foundation Engine program in South Carolina

• Still need more industry support
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Goal: Rotating regional events culminating with the 
CyberShip Challenge on a large vessel.

Great 
Lakes

West 
Coast

Gulf 
Coast

East 
Coast



35

Save the Date:
Cyber Boat Challenge

September  25-29, 2024
Beaufort, South Carolina

www.cyberboatchallenge.net 

Contacts:
Jeremy Daily, Jeremy.Daily@colostate.edu
Karl Heimer, karl.heimer@outlook.com

http://www.cyberboatchallenge.net/
mailto:Jeremy.Daily@colostate.edu
mailto:karl.heimer@outlook.com
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Host Venue for 2024
Beaufort, SC

Airports in 
Savannah, GA 
and 
Charleston, 
SC can serve 
Beaufort
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CyberBoat and CyberTruck 
Challenge Comparison
Sister Cyber Challenge Events demonstrate successes in other domains.
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CyberTruck Challenge Class of 2023
Macomb Community College, Warren, MI
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Recall, the 
CyberBoat 
Challenge 
was 2.5 
days.
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Assessment Period:
 Applying the hands-on lecture content
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Assessment Period:
Students Explore with Mentors

42
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43
See www.cybertruckchallenge.org
for additional information.

The CyberBoat 
Challenge needs 

sponsorship.

http://www.cybertruckchallenge.org/


44

J1939 Security Challenges
NMEA 2000 security depends on J1939 security.

Most hacks on truck have an analog in maritime.
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Mandatory Electronic 
Logging Devices 
(ELDs)
Security vulnerabilities affecting trucks on the road.

Image credit: DALL-E
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Mandated 
Technology
• The “ELD Mandate” requires truckers to connect to 

the engine and capture Hours of Service.

• The impact to vehicle cybersecurity was not 
discussed in the mandate.
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Emergent 
Behavior

• System Composed of Truck and ELD
– Heavy truck: dynamic operational 

platform with mechanical and 
electronic components

– ELD: electronic vehicle attachment 
mandated for data logging, regulatory 
compliance.

• Integration:
– Could enhance operational capabilities

– Widens attack surface / introduces new 
threat vectors

– Could introduce potential vulnerabilities

*DALL-E/Photoshop
ELD shown*

Maritime equivalent: remote bilge monitoring
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Device Analysis
• Acquired popular ELDs from popular 

Ecommerce site for analysis
– All small, handheld devices

– Connects to vehicles diagnostic port

• Quickly became apparent that multiple 
ELDs were clones with minimal changes

– Same device sold by 50+ brands

– Wireless networks not rebranded

– Uncovered that this is commonplace in 
the ELD industry

• Manuals indicates:
– Bluetooth Low Energy (BLE) and GPS 

connectivity

– Companion app for data logging, 
monitoring, diagnostics, etc.

• Discovered password protected Wi-Fi 
network, not stated in manual
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Technical Inspection
• Firmware Extraction & Acquisition:

– Utilized ESPTool.py for firmware extraction via serial to 
USB on the ELD's programming port

– Discovered credentials and endpoints using GNU strings 
command

– Obtained newer firmware from update servers by 
reverse engineering mobile apps with JADX

• Employed Ghidra with ESP32 plugins for analysis

• Default Wi-Fi credentials easily accessible online

• Using default Wi-Fi credentials mapped Wi-Fi network 
using Nmap to identify open ports and associated 
services

– Service on port 22

– Telnet on port 23

– HTTP server on port 80
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Vulnerabilities
• Default Network Security Weaknesses:

– Hardcoded weak password

– Unnecessary simultaneous use of Wi-Fi & BLE

– Simultaneous client and access point (Wormable)

• Web Server & OTA Updates:
– Default-enabled web server, seemly unused by 

resellers

– OTA update mechanism with a weak password

– Firmware update not signed

– Downgrade attack susceptible

• Debugging & APIs:
– Unnecessary debug thread open on port 22

– Unauthenticated Telnet API (port 23) and BLE exposing 
critical device control, including arbitrary CAN message 
handling and OTA updates, without security measures.  

– While API provides the ability to configure the device to 
a more secure state, we did not find it used by the re-
seller applications we examined
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Connecting to Trucks at a Truck Stop



52



53



54

Results
Coordinated Disclosure with Cybersecurity and Infrastructure 
Security Agency (CISA), Department of Homeland Security

Vendor has developed a patch to address the security issues

Best Paper Runner-Up at the VehicleSec ’24 Symposium

Best Demo at the VehicleSec ’24 Symposium, Feb 26, 2024

Viral News Coverage

Network and Distributed System Security (NDSS) Symposium 2024
26 February - 1 March 2024, San Diego, CA, USA
ISBN 1-891562-93-2
https://dx.doi.org/10.14722/vehiclesec.2024.23047
www.ndss-symposium.org

Mandated technology without security 
requirements will likely lead to exploitable 

vulnerabilities. 
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Responsible 
Disclosure
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https://www.ndss-symposium.org/ndss-paper/auto-draft-462/ 

https://www.ndss-symposium.org/ndss-paper/auto-draft-462/
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https://engr.source.colostate.edu/researchers-highlight-potential-cybersecurity-threats-to-trucking-industry-supply/ 

https://engr.source.colostate.edu/researchers-highlight-potential-cybersecurity-threats-to-trucking-industry-supply/
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https://www.theregister.com/2024/03/22/boffins_tucktotruck_worm/  

https://www.theregister.com/2024/03/22/boffins_tucktotruck_worm/
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https://www.freightwaves.com/news/truck-to-truck-worms-introduced-via-elds-could-threaten-major-fleet-disruption 

https://www.freightwaves.com/news/truck-to-truck-worms-introduced-via-elds-could-threaten-major-fleet-disruption
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https://tech.slashdot.org/story/24/03/22/2153200/truck-to-truck-worm-could-infect-entire-us-fleet 

https://tech.slashdot.org/story/24/03/22/2153200/truck-to-truck-worm-could-infect-entire-us-fleet
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https://cdllife.com/2024/malware-targeting-elds-could-allow-hackers-to-take-control-of-semi-trucks-researchers-say/ 

https://cdllife.com/2024/malware-targeting-elds-could-allow-hackers-to-take-control-of-semi-trucks-researchers-say/
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https://finance.yahoo.com/news/truck-truck-worms-introduced-via-195741785.html 

https://finance.yahoo.com/news/truck-truck-worms-introduced-via-195741785.html
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https://allinfosecnews.com/item/truck-to-truck-worm-could-infect-and-disrupt-entire-us-commercial-fleet-2024-03-22/ 

https://allinfosecnews.com/item/truck-to-truck-worm-could-infect-and-disrupt-entire-us-commercial-fleet-2024-03-22/
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https://www.youtube.com/watch?v=SwtTzk9ys20 

https://www.youtube.com/watch?v=SwtTzk9ys20
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https://cyber.vumetric.com/security-news/2024/03/22/truck-to-truck-worm-could-infect-and-disrupt-entire-us-commercial-fleet/ 

https://cyber.vumetric.com/security-news/2024/03/22/truck-to-truck-worm-could-infect-and-disrupt-entire-us-commercial-fleet/
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https://www.bulkloads.com/tools/news/trucktotruck-worm-could-infect--and-disrupt--entire-us-commercial-fleet/ 

https://www.bulkloads.com/tools/news/trucktotruck-worm-could-infect--and-disrupt--entire-us-commercial-fleet/
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https://www.reddit.com/r/technology/comments/1bku9ib/trucktotruck_worm_could_infect_and_disrupt_entire/ 

https://www.reddit.com/r/technology/comments/1bku9ib/trucktotruck_worm_could_infect_and_disrupt_entire/
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https://www.msn.com/en-us/news/technology/truck-to-truck-worm-could-infect-and-disrupt-entire-us-commercial-fleet/ar-BB1kjHbS 

https://www.msn.com/en-us/news/technology/truck-to-truck-worm-could-infect-and-disrupt-entire-us-commercial-fleet/ar-BB1kjHbS
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https://upstract.com/x/c3ce6cd77a9a0131 

https://upstract.com/x/c3ce6cd77a9a0131
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https://www.thetruckersreport.com/truckingindustryforum/threads/truck-to-truck-worm-could-infect-and-disrupt-entire-us-commercial-fleet.2504669/ 

https://www.thetruckersreport.com/truckingindustryforum/threads/truck-to-truck-worm-could-infect-and-disrupt-entire-us-commercial-fleet.2504669/
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https://freerepublic.com/focus/f-
backroom/4225971/posts 

https://freerepublic.com/focus/f-backroom/4225971/posts
https://freerepublic.com/focus/f-backroom/4225971/posts
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https://www.youtube.com/watch?v=V-K2YouP5kI
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Other 
J1939/NMEA2000 
Vulnerabilities



Denial Of Service
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Normal J1939

Flooded J1939



Spoofing Messages and 
Commands

76

Normal J1939 Spoofed J1939



J1939 Address Claim
Each controller application (node) on the 
network should have its own source address.

Some ECUs have multiple controller 
applications.
◦ SA 0x00: Engine #1
◦ SA 0x0F: Engine Retarder

Address Claims happen
◦ On Boot
◦ When requested
◦ In response to other claims for the same address

Address Claim Parameter Group Number
◦ 60928 (0xEE00)
◦ Mostly uses the Global destination address (0xFF)
◦ Source address is the address being claimed

Transmission Address Claim example:

18EEFF03: 64 00 40 00 00 03 03 10
◦ 18 – Priority 6 (default)
◦ EE – PGN 60928 = Address Claimed
◦ FF – Global Destination Address
◦ 03 – Source address for Transmission #1

◦ 64 00 40 00 00 03 03 10 - NAME Field
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How Address Claiming 
Works

78

See SAE J1939-81
Network 
Management



Address NAME Field
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• From SAE J1939-81, the following NAME field is 64 Bits (8 bytes) long.

• Value is translated with little endian format (Intel), so the least significant byte is first.

• Example 1: Caterpillar C15 with ADEM4 ECU
can1  18EEFF00   [8]  D0 6B 01 01 00 00 00 80

• Example 2: Detroit Diesel CPC3Evo
can1  18EEFF00   [8]  00 00 C0 01 00 00 00 00

• Additional Examples

Arbitrary 
Address 
Capable

Industry 
Group

Vehicle 
System 
Instance

Vehicle 
System

Reserved Function Function 
Instance

ECU 
Instance

Manufacturer 
Code

Identity 
Number

SAE SAE SAE SAE SAE

1 bit 3 bits 4 bits 7 bits 1 bit 8 bits 5 bits 3 bits 11 bits 21 bits

CAN ID has:
• Priority = 6, 
• Parameter Group Number = 0xEE00,
• Destination Address = 0xFF (Global),
• Claimed Source Address = 0x00 (Engine #1)



Example: Caterpillar 
Engine Controller
can1  18EEFF00   [8]  D0 6B 01 01 00 00 00 80
  

Byte 8 (0x80) = 0b1000 0000, which means:
◦ it is arbitrary address capable, 
◦ the industry group is 0 (global), and 
◦ the vehicle system instance is zero.

Byte 5 -7 (00 00 00), which means:
◦ the vehicle system, function, and function instance are all zero, 

which is consistent with an engine controller

Byte 4 (0x01), Bits 1-8 = MSB of Mfg Code
Byte 3 (0x01), Bits 8-6 = LSB of Mfg Code
◦ 0b0000 0001 0000 0001 = 0b1000 = 8 (dec)

Byte 3 (0x01), bits 1-5 = MSB of Identity Field
Byte 2 (0x6B) =  2nd byte of identity field
Byte 1 (0xD0) = LSB of identity field
◦ 0b0 0001 0110 1011 1101 0000 = 93,136 (dec)

80



Example: 
Ski Boat Navigation 
can1  18EEFF1C [8] 02 04 45 0E 00 00 00 42 

Byte 8 (0x42) = 0b0100 0010, which means:
◦ it is NOT arbitrary address capable, 
◦ the industry group is 4 (marine), and 
◦ the vehicle system instance is 2.

Byte 7 (0x00), the vehicle system is non-specific

Byte 6 (0x00), function is non-specific

Byte 5 (0x00), the function and ECU instance is zero, 
which means it’s the first instance. 

Byte 4 (0x0E), Bits 1-8 = MSB of Mfg Code
Byte 3 (0x45), Bits 8-6 = LSB of Mfg Code
◦ 0b0000 1110 0100 0101 = 0b111001 = 114 (dec)

Bytes 3-1 (0x050402) comprise the identity field
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Econtrols owns Perfect Pass 
and Zero Off, the systems for 
cruise control on ski boats.



Address Claim Attack
Idea: Claim someone else’s address with a higher priority address (All Zeros).

Keep claiming addresses as they are dynamically claimed.

If a system can’t find a claimable address, then it should stop broadcasting (Denial of Service)

The following example shows how to conduct an address claim attack:

https://github.com/SystemsCyber/CyberTruckResources/blob/master/05_J1939/06%20J1939
%20Address%20Claim.ipynb
◦ Note: This runs on Linux Socket CAN
◦ Try it on any J1939

 network

82

Run these commands in Ubuntu:
git clone https://github.com/SystemsCyber/CyberTruckResources.git
conda activate base
jupyter notebook

https://github.com/SystemsCyber/CyberTruckResources/blob/master/05_J1939/06%20J1939%20Address%20Claim.ipynb
https://github.com/SystemsCyber/CyberTruckResources/blob/master/05_J1939/06%20J1939%20Address%20Claim.ipynb


Additional 
Security 
Vulnerabilities 
Specific to 
J1939 
Networks
https://www.ndss-
symposium.org/wp-
content/uploads/2023/02/vehicl
esec2023-23053-paper.pdf 
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https://www.ndss-symposium.org/wp-content/uploads/2023/02/vehiclesec2023-23053-paper.pdf
https://www.ndss-symposium.org/wp-content/uploads/2023/02/vehiclesec2023-23053-paper.pdf
https://www.ndss-symposium.org/wp-content/uploads/2023/02/vehiclesec2023-23053-paper.pdf
https://www.ndss-symposium.org/wp-content/uploads/2023/02/vehiclesec2023-23053-paper.pdf
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Results Showing Leaked Data
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The CyberBoat 
Challenge ran in May 

2022 

The CyberTruck 
Challenge gives an 

aspirational example

J1939 Vulnerabilities 
exist on NMEA 2000 

networks
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Contact:
Jeremy Daily, Jeremy.Daily@colostate.edu

https://www.engr.colostate.edu/~jdaily/ 

www.cyberboatchallenge.net
www.cybertruckchallenge.org 

mailto:Jeremy.Daily@colostate.edu
https://www.engr.colostate.edu/%7Ejdaily/
http://www.cyberboatchallenge.net/
http://www.cybertruckchallenge.org/
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